ABSTRACT In this paper, a novel double image encryption scheme based on amplitude-phase encoding and discrete complex random transform (DCRT) is proposed. First, two images are merged into a plural matrix by precoding, and the synthetic signal is modulated by the phase mask which is calculated from Chen chaotic sequences generated by using the self-adapting parameter as initial values. Then, the modulated signal is encrypted by amplitude-phase encoding and the DCRT. The final cipher-text is decomposed into amplitude and phase to obtain two encrypted images. Experimental results and performance analysis show that the proposed encryption scheme can effectively resist different attacks such as the differential attack, statistical attack, and so on, and it can be used for the secure communications.
I. INTRODUCTION
Image data has been playing an increasingly important role in the field of information transmission and acquisition. However, it has a strong correlation between the adjacent pixels and contains a high redundancy, especially in big data era, which causes it is vulnerable to various kinds of attacks in the transmission process. Even though some traditional encryption algorithms such as data encryption standard (DES), rivest shamir adleman (RSA), have high security and mature verification, there is no consideration of the image data feature to make it be poor robustness [1] . Therefore, some new encryption theory and scheme have been successively proposed, one of which is the chaos-based cryptography because it has good characteristics of randomness, ergodicity, and sensitivity to initial conditions and is suitable for the two dimensional data processing [2] - [9] .
Hence, a number of chaos-based image encryption algorithms have been proposed, for example, image encryption scheme about the chaos and DNA encoding-based [10] - [13] . and combing compressive sensing (CS) with chaotic system are developed [14] , [15] . Furthermore, some new chaosbased image encryption methods combined with physical phenomenon have been designed [16] , [17] . Most of these chaos-based image encryption schemes are implemented in the pixel domain which results in a limited data property. Therefore, some optical feature and optical transformationbased image encryption schemes have been further proposed to make the processing object more flexible. These algorithms can encrypt other data features of image, such as amplitude and phase [18] , frequency [19] , polarization state [20] and so on. Simultaneously, these encryption schemes always apply with some optical transform (e.g., fractional Fourier transform (FrRT) [21] , fractional Hartley transform (HT) [22] , Gyrator transform (GT) [23] ) to further improve the performance of algorithm. Undeniably, most optical transform based on optical feature are linear transformation to easily make the designed encryption system weak in resisting the chosen and known plain-text attacks [24] , [25] .
Therefore, some novel encryption schemes which combined the optical transform with chaos [26] , [27] have been presented. Specifically, in [26] , the grayscale image is encrypted via combining improper HT and two random phase masks that is generated by chaotic system. Furthermore, in [27] , an image encryption system utilizing the GT, chaotic phase masks, and the random shuffle about the Jigsaw transform (JT) is designed. Besides, the multiple-image encryption algorithm (MIE) [28] - [30] is the special design idea among them for the image encryption schemes except for the singleimage encryption algorithms (SIE) because it can improve the encryption efficiency.
As a special case of MIE, the double-image encryption scheme has been widely concerned and applied. For example, a double-image encryption by utilizing GT and the operation of chaos-based pixel scramble is published [31] . In addition, the double-image encryption system combined logistic maps with nonlinear non-DC joint FrRT correlator is devised in [32] . Han et al. [33] , [34] designed two chaos-based selfadaptive double colour-image encryption algorithm. Besides, the discrete fractional random transform (DFrRT) is also widely applied in the double-image encryption research [25] , [35] , [36] . However, the histogram of the encrypted image is not evenly distributed in [25] and [33] - [36] , and the imbalances of histogram can be seen about the amplitude encrypted image and the phase encrypted image in [35] and [36] , thus the capacity of resisting statistical attacks are relatively weak.
Synthesized the above discussion, a new double-image encryption scheme is proposed which is based on the amplitude-phase encoding and discrete complex random transformation (DCRT). Specifically, the chaotic sequences are firstly generated by using the self-adapting parameter to adjust the initial values of chaotic system. After that, two random phase masks are obtained by quantifying the chaotic sequences and modulated a plural signal which is generated by precoding two plain-images. Then the modulated plural signal is transformed by DCRT, and its amplitude weight and phase weight are extracted to be encoded separately. Finally, combine the new amplitude with the new phase in terms of the phase function to get the final cipher-text by modulating it with the phase mask, including the phase encrypted image and amplitude encrypted image. In summary, the contributions of this paper can be described as: (1) The self-adapting parameter that associated with the plain-image is designed, which is used in this encryption system that enhancing the ability to resist the differential attack. (2) The amplitudephase encoding based on the chaos-based scrambling and optical amplitude-phase modulation is proposed, and it makes the structure of encryption system takes on nonlinear. (3) DCRT based on DFrRT is designed, and its order of DCRT is plural, which improves the degree of freedom of encryption and its random kernel matrix has stronger randomness than DFrRT. (4) Simulation results and performance analysis of encryption system is detailed.
The remaining chapters of this paper are organized as follows: In Section II, the fundamental knowledge is introduced, which includes the Chen chaotic system, 2D Logistic map, the self-adapting parameter and self-adapting phase masks. The proposed double-image encryption scheme and the corresponding decryption process are presented in Section III. In Section IV, the numerical simulation and performance analysis are reported. Moreover, the conclusion is provided in Section V.
II. PRELIMINARIES A. CHEN CHAOTIC SYSTEM
Chen discovered a chaotic attractor, and he finds that it's similar to the Lorenz chaotic system but the topology is not equivalent [37] , [38] . The equation of Chen system is described by
where a, b, c are the real parameters of the system, and the system is in a state of chaos when a = 35, b = 3, and c = 28. The phase distribution of the system is shown in Fig. 1 . In this paper, the three chaotic sequences are generated through the Chen chaotic system, which are used to obtain the selfadapting phase masks and scramble the amplitude and phase.
B. 2D LOGISTIC MAP
The 2D Logistic map [35] can be described by
when 2.75 < µ 1 < 3.4, 2.75 < µ 2 < 3.45 and 0.15 < r 1 < 0.21, 0.13 < r 2 < 0.15, this system is in a chaotic state. In this encryption scheme, due to a small value range, r 1 is set as 0.19, and r 2 is set as 0.14, which do not act as external key. The generated two chaotic sequences x and y (x, y ∈ (0, 1]) are used to introduce the random matrix of DCRT.
C. DISCRETE COMPLEX RANDOM TRANSFORM (DCRT)
The DCRT is proposed on the basis of discrete fractional random transform (DFrRT). It can not only change the data type of the order, but also make the eigenvalue diagonal matrix be divided into two parts to enhance the randomness. The DCRT of signal f (x) can be written as the format of matrix multiplication, which can be denoted by
where R α is the kernel matrix of the DCRT, and α indicates a plural order
The difference between DCRT and its inverse transform depends on the order of transformation. Here, the order of inverse transformation is −α. R α can be written by
where V is the eigenvector matrix, and VV T = U , U is the unit matrix. Supposing N × N is the size of the plain-image, and if N is even number, D α will be an eigenvalue diagonal matrix which is denoted by
where
and D α 2 are combined for a new matrix D α , and T is the cycle of DCRT, and it's a positive number that usually be taken T = 1. The randomness of the transformation comes from the matrix V , which is obtained by the eigenvectors of a symmetric random matrix S, and S is constructed by a N × N random matrix E, the detailed computing process is
where ε is counted as a secret key and it satisfies the requirement of ε ∈ [0, 1], the random sequences x , y with size of 1 × N 2 can be generated by 2D Logistic map and they are reshaped into N × N matrixes, and eig(S) denotes the operation of extracting eigenvalue d and eigenvector matrix V .
D. SELF-ADAPTING PARAMETER
In order to improve the ability of resisting differential attacks and strengthen the correlation with the plain-image of this encryption scheme, the self-adapting parameter is set up. The self-adapting parameter should be arranged in a certain range of data values, and the rule of self-adapting is elaborated by
where I 1 , I 2 are plain-images, and σ adinit is used as the initial value of the Chen system and its range is from 0 to 1. It means that x 0 , y 0 , z 0 = σ adinit . Considering that the value range of the 2D Logistic random sequences are small, hence the initial values of 2D Logistic system should satisfy
where a, b are constant which range from 0 to 1. Besides, the order of DCRT is indicated by
where I is a plural synthesized signal about I 1 and I 2 with size of N × N , and means(I ) denotes the mean values of I . Thus a slight change of plain-image can make the initial value of chaotic system, the order of DCRT and the phase masks would be different, which will result in a different encrypted image.
E. SELF-ADAPTING PHASE MASK
The N × N plain-images I 1 , I 2 and the Chen chaotic system with initial values of x 0 , y 0 , z 0 =σ adinit are used to derive the phase mask. Firstly, iterate the system in Eq. 1 for ((N × N )/2 + 500) times, then discard the former 500 elements of the chaotic sequences to construct the matrixes x, y, z and quantify them by:
where h, h 1 , h 2 are the quantified sequences and they are reconstructed by
where [h, h 1 ] denotes h and h 1 are combined for a 1 × N 2 sequence a 1 .
After that, reshape I 1 , I 2 into 1 × N 2 integer sequence I * 1 , I * 2 , and execute the XOR operation with random sequences b 1 , c 1 to obtain the phase mask M 1 , M 2 . Firstly, the matrix I * 2 is replaced by
where bitxor(A, B) represents the operation of XOR between A and B, mod(A, B) returns the modulus after division of A by B, and double(A) returns the double-precision value for A. Hence the mask M 1 can be obtained by
Similarly, the matrix I * 1 is replaced by
then the mask M 2 can also be obtained by
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As shown above, the phase masks M 1 and M 2 are related with plain-image and then they are reshaped into a N × N matrix for facilitating subsequent calculations.
Besides, the permutation position sequences A, B, C can be obtained by sorting the sequence h, h 1 , h 2 in ascending order and recording the corresponding index.
The detailed process for a simple example is shown in Fig. 2 .
III. PROPOSED IMAGE ENCRYPTION SCHEME A. ENCRYPTION PROCESS
The overall diagram of the proposed double images encryption scheme is shown in Fig. 3 . Some images are taken as examples and the detailed procedures are described in the following steps.
• Step 1: The self-adapting parameter is utilized to adjust the initial value of chaotic system, and then corresponding chaotic sequences are generated, and these sequences are used to produce the phase masks M 1 and M 2 by Section II-E.
•
Step 2: Pre-processing: Without loss of generality, the size of two plain-images is supposed to be M × N and they are denoted as I 1 and I 2 . If N = M , the plain image can be reshaped to a square. For example, when N > M , the pixel information from the 1th to (N −M )th row can be copied to the rows from (M + 1)th to N th row of the plain image and then a square image with the size of N × N can be obtained. A similar process can be applied to the images with N < M . After the plain-images are reshaped, the pixel values of plain-image I 1 , I 2 are quantified in a range of 0 to 1. Second, I 2 is encoded into phase matrix, which is multiplied by I 1 to get the synthesized signal I . The operation method is
where ''·'' denotes the element-by-element multiplication.
• Step 3: Use the mask M 1 to modulate the signal I and calculate the modulated signal by DCRT. (22) where α stands for the order of DCRT and it is calculated by Eq. 12, PT () denotes the phase-truncate, and PR() denotes the phase-reserved operation, E 01 is amplitude of E 0 , and E 02 is phase of E 0 .
• Step 4: Utilize the phase mask M 2 to modulate E 01 and then transform it by DCRT to get E 1 .
where β is the order of DCRT and it can be obtained by Eq. 13. Moreover, separate E 1 from phase E 12 and amplitude E 11 .
Step 5: Change E 11 and E 12 , respectively. Firstly, E 12 is converted into E 12 . 
5:
end for 7: end for 8: return E 11 ← E 11 , E 12 ← E 12 The above pseudo code completes the numerical exchange operation of E 11 and E 12 . Where A, B, C are index sequences in term of Fig 2, and the new matrix E 11 and E 12 denote E 11 and E 12 after scrambling, E 12 is a secret key and E 11 is a new amplitude.
• Step 6: The above E 02 and E 12 are used, thus the secret key w is generated by
Set φ = E 12 − w as a new phase, and combine the new amplitude E 11 to form a new synthetic signal, moreover, the phase mask M 1 is utilized to modulate it and obtain the final cipher-text C:
• Notes: In order to display the cipher-image conveniently, the cipher-text C is decomposed into amplitude C 1 and phase C 2 :
. In addition, in order to map it to the range from 0 to 255, the corresponding mapping should be taken.
Besides, in order to enhance the safety, the secret keys w and E 12 are updated to get two new secret keys by
the operation of restoring the key w and E 12 is:
B. DECRYPTION PROCESS
The key to decryption is the use of w and E 12 , and the schematic of the decryption process is shown in Fig 4, which is the reverse operation of encryption process. In the decryption process, the conjugation of phase masks M 1 , M 2 are represented as the phase masks M * 1 , M * 2 , and the secret key w and E 12 are restored according to Eq. 30 firstly.
• Step 1: Recombine C 1 and C 2 to get the cipher-text C, then do a dot product between C and M * 1 .
(31)
• Step 2: The matrix E 11 and φ are used to rebuild E 11 and E 12 . Firstly, scramble E 11 and E 12 to get the E 11 , the corresponding pseudo code as follows.
Algorithm 2 Inverse scramble
Input: E 11 , E 12 , N Output: E 11 1: for j ← N − 1 to 0 do 2: for k ← N − 1 to 0 do 3: temp ← E 11 (A(j), B(k))
4:
end for 7: end for 8: return E 11 ← E 11 The following pseudo code is the inverse process of the scramble in encryption scheme, and E 11 can be obtained by it. Secondly, combine the secret key w and φ to reconstruct E 12 as follows:
• Step 3: Restore E 01 and E 02 : Firstly, w and M are utilized to calculated E 02 .
Secondly, using E 11 to dot-multiply the function that is consist of E 12 , and transform it by the inverse DCRT.
then it is modulated with M * 2 to get a modulated signal. • Step 4: The above signal and E 02 are constructed to E 0 by Eq. 35. In addition, transform it by the inverse DCRT, the detailed formula is
Step 5: Utilize M * 1 to multiply I number-by-number:
Step 6: The plain-text I is divided into phase decrypted image I 2 and amplitude decrypted image I 1 : 
IV. PERFORMANCE ANALYSIS AND DISCUSSION

A. DIFFERENTIAL ATTACK ANALYSIS
The ability to resist the differential attack (DA) is an important indicator to assess the performance of the algorithm. Specifically, a good encryption scheme should make the cipher-image have huge difference from each other only if the corresponding plaintext have one-bit change. In general, the number of pixel's change rate (NPCR) and the unified averaged changing intensity (UACI ) are used to test the capability to withstand differential attack, and they are defined by
Suppose the size of the plain-image is M ×N , and P 1 is the encrypted image of the plain-image I 1 , and P 2 is the cipherimage of the plain-image I 2 which only has one-bit difference from the plain-text I 1 
. Moreover D(i, j) is defined by
Taking the ''Peppers'' and ''Lena'' with size of 256 × 256 as the example, each pixel's lowest bit of each position is changed successively, and get the corresponding cipherimages. The experimental NPCR and UACI results at different locations of amplitude encrypted image and phase encrypted image are shown in Fig. 6 .
As shown in the following chart, there is a great difference between the encrypted images even though a slight change Table 1 , it can be seen that the encryption scheme has a good capacity to resist DA.
B. KEY SPACE ANALYSIS
The secret key of this encryption scheme is divided into two classes, phase keys (key 1 , key 2 ) and external keys of (i) two initial values (x 0 , y 0 ) of the 2D Logistic maps, and the order of DCRT (β), and (ii) two control parameters (µ 1 , µ 2 ) of the 2D Logistic maps and the coefficients ε in Eq. 8. If the computing precision is 10 −15 , the size of the key space is 10 75 according to the external keys, which is larger than 2 128 [4] and can effectively resist brute-force attacks [17] .
As for the phase keys (key 1 , key 2 ), as shown in Fig. 7 , the max( d) ≈ 0.025. As d is used to control the range of phase by Eq. 43, the effective range of d is 2π. Therefore, the number of each point in the phase key can be estimated to be 2π/0.025 ≈ 251. Therefore, if the size of the plain-image is supposed to be N × N , the possible space of the phase key can be 251 N ×N because it is related to the size of the plainimage. Considering the existence of two phase keys, the total key space is (10 75 + 2 × 251 N ×N ) > 2 128 , which is enough to resist the violent attacks [28] .
C. KEY SENSITIVITY ANALYSIS
Key sensitivity is an important index to measure the performance of encryption algorithm, which includes the external key sensitivity analysis and the phase key sensitivity analysis.
1) THE EXTERNAL KEY SENSITIVITY ANALYSIS
Only use a wrong external secret key to decrypt the original encrypted image, and observe the difference between the original image and the decrypted image. Generally, mean square error (MSE) and peak signal-to-noise ratio (PSNR) are two common criterion to measure this difference [16] , which are expressed by
77746 VOLUME 6, 2018 where D is a decrypted image with the wrong secret keys and P is plain-image. Fig. 8 shows the wrong decrypted results for the original images in Fig. 5(a) and (b), in which Fig. 8(a) -(d) are the amplitude decrypted images and Fig. 8 (e)-(h) are the phase decrypted images when external keys x 0 , y 0 , and β have a slight change, respectively. From Fig. 8 , it can be seen that the decrypted images are greatly different from the plain-text ''Lena'' and ''Peppers''. Besides, the curves of the MSE is drawn in Fig. 9 , and the result of numerical analysis on the external keys sensitivity is listed in Table 2 . From the Fig. 9 and Table 2 , we can see that the proposed double-image encryption scheme is high sensitivity for external secret keys.
2) THE PHASE KEY SENSITIVITY ANALYSIS
Except for the external keys, the sensitivity to the phase key is also very critical to resist the blind encryption attack. Suppose all the external keys and encryption scheme are known except for the phase keys [28] , then two close pseudo keys are used to decrypt, which can be described by
where key is a random function with a range of [−1, 1], and d is a coefficient be used to control the interference intensity.
The key 1 and key 2 are separately used to decrypt, and then the corresponding MSE curves of the amplitude decrypted image and phase decrypted image can be gained and drawn in Fig. 7 . In Fig. 7 , the red dotted line is a threshold mark, MSE=2500 at that point. d is the distance between the left and the right of coefficients d when it reaches the threshold. If the MSE value is less than the value of the threshold, it will be considered that a small amount of information of the original image can be reconstructed. Fig. 7 show that even though there is a slight deviation from the correct key, the value of MSE will still be very large. Therefore, it can be concluded that the proposed scheme is highly sensitive to the phase key which make it difficult for attackers to get the correct keys.
D. STATISTICAL ANALYSIS 1) THE HISTOGRAM ANALYSIS
The histogram of the image exhibits the distribution of the pixels of image and reflects the statistical feature of the image VOLUME 6, 2018 FIGURE 9. The curves of MSE : (a) and (e) are the MSE curves of the amplitude decrypted image and phase decrypted image with wrong key x 0 ; (b) and (f) are the MSE curves of the amplitude decrypted image and phase decrypted image with wrong key y 0 ; (c) and (g) are the MSE curves of the amplitude decrypted image and phase decrypted image with wrong key β ; (d) and (h) are the MSE curves of the amplitude decrypted image and phase decrypted image with wrong key β . to some extent. Therefore, to effectively resist the statistical attack, the histogram of the encrypted images must be guaranteed smooth and evenly distributed [43] . The histograms of this work are shown in Fig. 10 , in which Fig. 10 (a) , (b), (g) and (h) are the original images, (c), (d), (i), and (j) are the corresponding histograms of the original images, and (e), (f), (k), and (l) are the corresponding histograms of the encrypted images. From Fig. 10 , it can be seen the distribution characteristics of plain-images can be seen clearly, but the distribution information of pixels about the encrypted image is very uniform.
2) CORRELATION-COEFFICIENT ANALYSIS
The original image contains a large number of redundant information, which is shown to be a strong correlation between adjacent pixels in all directions, the strong correlation is an important message for decipher to crack the cipher-text. Therefore the correlation coefficient cor xy between adjacent pixels of cipher-images in all directions is a criterion to measure the performance of an encryption system, and cor xy can be denoted by where
2 , x and y represent the pixel values of the adjacent positions of the image, respectively. Moreover, N is the number of the adjacent pixels of the image. Firstly, 10000 pairs of adjacent pixels of the original image ''Peppers'' and ''Lena'' and the amplitude/phase encrypted images are chosen to plot, and the result is shown in Fig. 11 and Fig. 12 . From these figures, it can be seen there is a high correlation between the adjacent pixels of the original image in three direction. However, the correlation between the adjacent pixels is broken for the amplitude encrypted image and phase encrypted image in three direction.
Secondly, the correlation coefficient cor xy between adjacent pixels of images are calculated in terms of Eq. 44, and the result is listed in Table 3 . The experimental data illustrates that the correlation coefficient cor xy of the amplitude/phase encrypted images is close to 0 which shows the proposed double-image encryption scheme has strong resistance to statistical attacks.
E. OCCLUSION AND NOISE ATTACK ANALYSIS
In the process of information transmission, noise and congestion are unavoidable once network failure occurs [4] . Therefore, it is also critical to resist the occlusion attack and noise attack for the encryption scheme.
1) OCCLUSION ATTACK ANALYSIS
In the experiment of occlusion attack analysis, four images are taken as one group and the different groups represent different occlusion attack analysis. For a group, the first VOLUME 6, 2018 and second images are amplitude encrypted image and phase encrypted image, and the latter two are the corresponding decrypted images. In this experiment, 14 groups are used, and the encrypted images and decrypted images in the same group are distinguished by subscript, such as group (a 1 ), (a 2 ), (a 3 ), (a 4 ) and so on.
As shown in the Figure 13 , after executing different degree of occlusion attack, the decrypted images can still be identified, thus it denotes the encryption scheme has a certain resistance to different degrees of occlusion attack in different locations.
2) NOISE ANALYSIS
Gaussian random noise and Salt-and-pepper noise are used to test the ability of resisting noise attacks. The Gaussian noise is added to the cipher-text C that is from Eq. 21 by
where C is new encryption synthetic signal, k is noise intensities and G is the standard Gaussian noise data with zero-mean and standard deviation of 1. The decrypted image of ''Peppers'' and ''Lena'' after adding Gaussian noise and corresponding MSE curve with a different k are shown in Figure 14 . Moreover, from Fig. 14(a) -(h), it can be seen that the decrypted images can still be identified at k = 30. Thus, the double images encryption scheme in this paper has a stronger resistance to Gauss noise attack. In this test, Fig.15 and Table 4 exhibit the test results in the case of different noise density of Salt-and-pepper noise. As shown above, the decrypted images in the case of Saltand-pepper noise can still be recognized, furthermore, there is a lower MSE value of the decrypted image in this propose scheme than that in [35] . Therefore, it can be seen that this encryption system has a stronger resistance to Salt-andpepper noise attacks. 
F. SPEED ANALYSIS AND COMPARISIONS
The encryption algorithm should not only have good encryption effect, but also have a certain requirement in speed. In this work, the proposed scheme can be divided into three parts: encryption process, decryption process, reading and displaying encrypted and decrypted images. Specifically, the encryption process contains the generation of the chaotic sequences, the phase mask generation, the transform matrix construction, and the encryption algorithm execution.
Taking the images ''Peppers'' and ''Lena'' with the size of 256 × 256 as the examples, the experiment is executed for 20 times, and the average time of encryption process is 0.0748s. The executing time of each part of the total algorithm is shown in Fig. 16 . The total required time is 0.4637s where the encryption process needs 0.0748s and reading and displaying images takes the longest time of 0.366s.
This work is compared with other approaches and the results are shown in Table 5 . As shown in Fig. 16 and Table 5 , the total execution time of this algorithm in this work is 0.4637s, and the average time of the encryption process is 0.0748s. Compared with the speed in [4] , [39] , [44] , and [45] , the speed of encryption process in this work is the best. Besides, this proposed scheme can simultaneously encrypt two images, i.e., ''Lena'' and ''Peppers'', which further illustrates the superiority of the double-image encryption scheme.
V. CONCLUSIONS
In this work, a novel double-image encryption scheme is proposed, which combines amplitude-phase encoding with DCRT (due to its stronger randomness and better degree of freedom about the key generations than DFrRT). Specifically, the self-adapting parameter and phase masks are utilized to improve the capability of resisting differential attacks. The experimental results and numerical simulation show that the proposed encryption scheme has good key sensitivity, fast execution speed, a uniform distribution of histogram for encrypted images which can effectively resist violent and statistical attacks, and good robustness under the noise, occlusion and differential attacks. Therefore the proposed encryption scheme can potentially be used in multimedia data security applications. VOLUME 6, 2018 SHUNBIN TANG received the B.E. degree from the Tianjin University of Technology and Education, China, in 2017. He is currently pursuing the master's degree with the Faculty of Electronic Engineering, Guangxi Normal University. His research interests include information security, multimedia data encryption, and its application.
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